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Abstract

In this paper, we aralyze the performanceof protocols in a network that consists of both
satellit e and terrestrial components. One mehod, poposed by outside rearch, o
improve the performance of network transfers over satelliteis o use a performance
enhancing proxy often dubled spodiing. Spoding invalves the transparent splitting af
network conredion ketween the sourceand abstination by some entity within the
network path. In order to analyze the impad of spodfing, we constructed a simulation
suite based aroundthe network simulator ns-2. The simulation refleds a host with a
satellit e conredion to the Internet or terrestrial network andall ows the option to spod
conredions just prior to the satellite. The methodology uleolr simulation al ows us
to analyze spodiing over alarge range of file sizesand un@r congested @nditions while
prior work onthis topic has primarily focused on bulk transfers with no congestiora As
result of these simulations, we find that the performancegain of spodingis less
beneficial for smaller sized transfers than gains obtained when transferring large files

1 Introduction

A growing topic in the past few yeas has been that of hybrid networks, or networks that
contain bah terrestrial and wireless inks. Whil e there are many forms of hybrid
networks, the work presented in this paper focuses on the use of a geo-synchronous
satellit e within a network path. More speaficdly, the satellite link is located just priora
the user, similar to a DiredPC model. Although na discussed in this paper, satellites do
cary some advantages over traditional cable. However, oneof the man disadvantages of
using a satellitein network communicaionis the long delay needed to transfer data t
and from the satellite. Typicd delays range on the order of half asecondto travel from
the groundto the satellit e and bak.

The Transmisgon Control Protocol (TCP) is th most widely used transport protocol
for Internet traffic. One TCP fedure in particular, congestion control, incorporates a
slow-start mechanism, which is highly susceptible to high delay links [AKOOO]. Theend
result isa decrea® in initial performance since ittakes longer to build up he snding
rate over along-delay network path. Spoding, which is discussed in more detail in
Sedion 2, was introduced mainly for solving such a problem with high delays. However
prior work on spoding has focused onsimulations of bulk transfers withou congestion,
and hes thus ldt an incomplete picture of spoding’ soveral performance The projed
discussed in this paper focuses on creding a simple yet versatile simulation environment,
in which the performance of spoding can be seen aadossalarge range of file transfers,
whil e under congestion condtions.

The remainder of the paper includes Sedion 2, which dscusses spoding in greaer
depth, and Sedion 3, which oulines the atual smulation mecdhanics and cktails. Sedion
4 presents the results of those simulations. Finally, Satd summarizes the onclusions
and lists passhble areas for future work onthis subjed.

2 Background

In an attempt to mitigatethe disadvantages incorporated with log-latency links,
reseachers have been introducing performance-enhancing proxies (PEPS) into networks.



One such PEP that is currently being used in satellite retworks isTCP spoding [PILC-
ID, I-TCP, ASBD96]. The objedive of spoding invalves isolating the long-latency link
by introducing a midd e agent which slits the TCP conredion (seeFigure 1). However,
unlike a proxy cache gpoding is transparent to both he sncerandreceaver. Thus the
midde agent, or ‘spoder’, takes onthe persondity of bath parties. The responsbility of
the spodfer is 0 intercept, cache, and acknowledge data received by the senderrand the
forward that datato therecaver. Asaresult, spoding does bre& the end-to-end
semantic of TCP, however whil e this raises several philosophical isswes [PILC-ID], thase
iswues are not the focusof thispaper. Finaly, it isworth nding tha in o model data
segments and conredion teadowns are spoded, whil e conredion setup remains end-to-
end.
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Figurel: Satellite Spoofing
3 Simulation Overview

3.1 Terminology

The foll owing terms are explained l&low and are used throughou this pager:

Flow: A series of transmissons from onehaost to ancther.

Packet: A TCP segment

For these simulations we used threemetrics o measure the performance of a networ

flow. Thefirst, throughpu, is ameasure of the time needed to complete a particular
transfer and can be measured from either the sender or recevers perspedive. For a
sender side arelysis, the time of competion is marked by the reception o the ACK for
thefinal data padket. Whereas, the time of completion for recaver side andysis is
marked upontransmisson d the final ACK. The secondmetric used is goodpu, which
isan indicaion d what percentage of data padkets were unique. Thusagoodpu that is
less han one would indicateteansfer that suffered from retransmissons. Sinceit is
possble to have retransmissons withou dataloss(e.g. spurious imeodt, lost ACK), the
fina metric used in the simulationwas the calculation d the number of dropped @ta
padkets, or smply drops. The metrics are summarized in Table 1.



Unigue Packets
Throughput Transfer Time
Unigue Packets
Goodpu Total Packes
Drops Number of dropped data padckets
Table1l: Summary of Metrics
3.2 Topology

The test network consists of five hosts and five routers a shown in Figure 2 below. Each
host is conrecied toits appropriate router viaan Ethemetlink and runs TCP with
seledive adknowledgements (SACK) [RFC2018, FPR6] and alayed ACKS[RFC1122,
RFC258]]. Routers enforcedrop-tail queuing onall links but an optionfor enabling
RED based queuing [FJ93] on bdh the satellit e and Internet links was implementd. The
thresholds for RED were based on siggestions from [Flo97] andare listed in the routing
equations below. Finally segment sizes of 1500 lytes were used [All0Q].
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Figure2: Network Topology

Queue Size

Ethernet = o

Others = (Bandwidth in bytes per seoond- (2- Delay)) / Segment Sie
RED Queuing

Threshod =1/5- Queue Size

Maximum Threshold = 3/5 - Queue Size
(Only the integer part of the result is taken from all calculations)

Equation Set 1: Routing Calculations

Thetopdogy is laid out such thahere are distinct satellite and Intemet portions
First, the satellite is constructed asymmetricdly to all ow for the possbility of alow
powered transmitter. Delay over the satellit e isfixed at 250ms, and the download
cgpadty set at aT1rate. The capadty of the transmitter is spedfied at runtime. The
seandmagjor portion d the topdogy, the Internet model, consists of four nodes. The
link between the two routers ads as the “Internet”, whose bandwidth and delay are also




spedfied at runtime. Thetwo hasts in the model are responsible for generatingsro
traffic over the Internet link. Also, even thoudh the model for the Internet is simple and
unredistic of itsred life courterpart, it is sufficient in capturing the basic characeristics
of propagation delay, limiti ng bandwidth, and competing traffic.

The remaining hosts are the nodes at which conredions of interest will takeplace
Using these threehosts, any combination d the hybrid network can be arelyzed. More
spedficdly, host one represents a pure satellit e user, and hast five represents a user with
a high-speed conredion to the Internet. Host two stands at amidde groundwith access
to bah pations of the network. This property also makes haost two capdle of spoding
conredions as shown in Figure 3.
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Figure3: Spoofingin the Simulator *

Thus, with spoding enabled, aconredion from host five to ore would be spodedat host
two. It would cade, with infinite capadty, data receved from host five and forward the
datato hcst one.

3.3 Traffic

All transfers wsed in the simulation makeuse of the File Transfer Protocol (FTP) to
transmit data. No competing traffic is present onthe satellite link as it represents a
dedicated satellit e chanrel®. However, competing traffic is present on the Internet link by
using an analyticd FTP generator which isdiscussed in detail in [Ish01]. Traffic can also
be generated by using atracefile to reaeae sessons observed onared network.

3.4 Software

The simulations in this paper make use okthNetwork Smulator (ns) [NS] version 2.1b6
with two bug fixes, outlined in Appendix A. Traffic generationis separated from the
simulation so as 1o facilitate reuserad moduarization. The overall layoutof software
structure is shown in Figure 4. The output from ns consists of threetracefiles which are
uniquely named in relation to the type of simulation being dore. This alows the analyzer
to distinguish which traces o analyze ad also allows for congruent exeaution d
simulations. The function d the controller is to synchronize the spawning and exeaution
of bath programs. Finaly, a script automates the etire process synchronizing traffic
generation with the controll er andall owing for multiple runsof different case scenarios.

! Due to simulator restrictions, spodfing could not be done at routers as would likely be the cas if it were
implemented in ared network. However, movingit to the host addsonly the Ethernet delay whichis
negled able and likely much smaller than ay processng delays that would be present in ared system.

2 The satellit e in this simulation was based off of the Advanced Communicaions Technology Satellite
(ACTS), which supparted packet switching, spot transmisgons, and frequency reuse.



4

Simulation Hierarchy
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Figure 4. Software L ayout

Results

The results detail ed in the foll owing sedion are based ona 30 run simulation with the
foll owing charaderistics:

T1 rate for Internet bandwidth: Note that while the Internet has a physicaly larger
cgpadty than that of aT1, the allocation of bandwidth isregulated and © anadual
obtainable valueis less. Also, earlier test based on tlisusation showed that
changes © either the Internet bandwidth or delay éapredictable effed on the
measured metrics. Therefore, in arder to minimize the effea of extraneous
battlenedks, a T1 rate was used.

An Internet delay of 0.069seands. Thisvalue cane from sampling the delay of
several sights at various geographicd distances and averaging the result. Again, the
delay does have aneffed on he simulations Howewer, the purpose of these
experiments was not focused onchanges o the Internet properties and so the detay i
sufficient in characerizing atypical value

T1 rate for transmissonto the satellite: While thisrateis much higher than what is
eonamicdly feasible for ahome user, the effed of variances to the transmisson
cgpadty was not of interest for this set of experiments.

Transmisgon d files from the network user (host five) to the satellite user (hog one
under the foll owing granularity: 0 © 100 packtsby 1, 110 b 500 packts by 10, 600
to 900 @mdkets by 100, 1000 2000 @dkets by 1000

Network variances: Drop-tail and RED queuing, end-to-end TCP conredions and
spoding, sender side andrecever side andysis.

For the sake of simplicity, end-to-end TCP isreferred to as ‘Regular’ TCP in any
subsequent plots.

Figures 5 and 7show the throughpu of the main flow (h5>h1) from ather the
recaver or sender side respedively. The diff erent setup combinations between the
gueuing and PEP types represent the four curves on theplot. Fromthetwo plotswe
can seethat, with ou simulations, the use of RED based queuing has littl e effed on
throughpu in eitherca®e. Also, in the long run the steady statethroughputvaluesare
nealy the same regardlessof whose viewpaint is taken (as one would exped).
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Figures 6 and 8show the percent diff erence of the throughpu that was shown in
figures5 and 7. The percent diff erencewas cdculated by taking the throughpu
difference of spoding and end-to-end TCP over the throughput of end-to-end TCP. In
generd:

Percent Difference= (PEP - Base) / Base,

Where the base in this case would be the throughpu obtained from end-to-end TCP.
Thus, thelineidentified as “DropTail” in the plot refers 1 the percent diff erence between
“Regular-DropTail” and” Spoding-DropTail”. For metrics, such as throughput, where a
larger value indicaes better performance, a positive percent diff erenceindicaes that he
PEP outperformed the base condition, while anegative value indicates the exad oppasite.
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Also included in the percent differenceplot isan enlarged view of transfers consisting of
40 packets or less Theimportance of considering small transfers is $1own in Figure 9.
From this plot, we ethat transfers mnsisting of ten padets or lessacauntfor 90% of
the network traffic. Also, although the data represents only a single network, the
underlining concept has been generally noted in ather networks as well .

Plots for goodpu and dops were included in Appendix B so as © not clutter the mai
document. These plots follow the general principle of that seen with throughpu,
although bah goodpu and dops are independent of viewpaoint. Also, urike throughpu
and goodpd, a paositive percent diff erencein the number of drops indicates tht the bae
condtion ouperforms the PEP sinceraincrease in drops isunfavorable.

3 Cumulative Distribution Function (CDF) of network transfer sizesin padets as seen at the NASA GRC
firewall on October 30, 200Q
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From the percent differenceplots we cansee that spoofing hasvery different effeds
depending on which vantageisused. From the recavers viewpoint, hereis little dfed
for very small transfers andat mast a 10% gain for transfers of ten padets or less
However, from the nder’ s perspedive, the gain is much larger for those sume smdl
transfers. Thelarge gain in throughpu for the senders could be very beneficia for busy
web servers. By freang resources associated with long-delay conredions quickly, it
allows servers o satisfy more requests. Again, in thelong run, bah viewpoints show
relatively the same performance gain. Both graphs contain some turbulence. Turbulence
reffers o several short and successive increases and declines, which taibltedito
the fad that thethroughpu valueswere anaverage of 30 runs andthat the varancewas
very large. However, the dip in throughpu foundaround 400 pdkets in Figure 6 is
rather unusual. One possble causeis that the spoder recevesdata more quikly, and
thus overruns the satellite bannel, dropping alarge number of padets. This ispassble
sincespoding allows the rate of incoming packets itacrease over the Internet and
acawmulate at the spoder, which is ill i nealy slow-start. Thus, spoding adds a seand
bottlened into the network path. The plot of drops shows asharp increag around 400
padkets when spoding is used, which is suppative of thisclaim.

5 Conclusions and Future Work

Asaresult of our smulation, we foundthat spoding is indeed beneficial for large il
transfers. For small transfer sizes, spoding gredly increa®d the throughpu seen by the
sender, bu was much less beneficial for throughput observedatéceaver, which is the



vantage point percaved by the end-user. Sincea maority of data ®nt aaossnetworks is
small, spoding will not provide much advantage to a standard hane user. However,
benefits o web servers and other content providers would be significant. Also, gpoofin
allowsfor datato acaumulate at the spodfer, creding a second bot#ned and increasing
the number of dropped data padkets, which also degrades the receivers perceide
performance

We redize that the work dore in this pager refleds simulations and notadua daa
measurements on red networks. Thus, anatural extension d thiswork may involve
implementing these simulations in actual network test beds. Other extensionsluathe
inclusion d other types of PEPs aswell as the dfed of changes o the aymmetry of the
satellit e and to he daraderistics of thelntemet.
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Appendix
A NS Bug Fixes

A.1 Delayed ACK Timeout

Problem:

This bug arises when resetting a conredion that uses delayed a&nowledgements. The
ACK transmisgontimeout is not carcelled when a onnegionis reset. Also, resetting a
conredion cleas any pending ACKs, which are saved globally. However, sincethe
timeout is not carcelled orredly, uponexpiration the simulator attampts o accesa
padket that no longer exists. The result isafatal error and an urgracdul temination.
Solution:

A reset function for the delayed ACK sink iswritten to override the base classrest
function (TCP sink). The new method corredly resets the ACK timer and calls uporsit
parent to finish the remaning portion d the reset routine Also,several cheds for null
pointers were needed in ather areas of the code

A.2 Retransmission Timeout Calculation

Problem:

This bug arises when resetting a conredion. The retransmisson timeout (RTO)
sampling index is not updated corredly when resetting a conredion. The result isan
incorred sampling of path delay, which yields very large RTOs.

Solution:

Modify the reset method b corredly updatethe RTO sampling index to its initial value.



B Additional Results
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